
Free Resources from the Internet: 

DHS Private Sector Resources Catalog, a comprehensive guide for all DHS-provided services and information available on the 

Internet: http://www. d hs.gov I private-sector-resource-catalog 

Homeland Security Information Network (HSIN), the one-stop shop for all DHS intelligence information and bulletins available to 

government and owners/operators of Critical Infrastructure get more information at www.dhs.gov/hsin and request access at 

Cl KRISEAccess@ hq. dhs.gov. 

The Voluntary Private Sector Preparedness Accreditation and Certification Program (PS-Prep), the purpose of PS-Prep is to enhance 

nationwide resilience in an all-hazards environment by encouraging private sector preparedness. More information at 

www.fema.gov/privatesector/preparedness. 

Cyber Security Evaluation Tool (CSET) is a desktop software tool that guides users through a step-by-step process for assessing the 

cyber security posture of their industrial control system and enterprise information technology networks. See http://www.us­

cert.gov/control_systems/ satool.html. To obtain a DVD copy of CSET, send an e-mail with your mailing address to CSET@dhs.gov. 

FEMA On-line Training Courses, too many to list, at http:/ /training.fema.gov/ 

- Workplace Security Awareness (IS-906) Provides guidance to individuals and organizations on how to improve the security in the 

workplace. Take it at http://www.training.fema.gov/EMIWeb/IS/is906.asp 

- Active Shooter: What You Can Do (IS-907) on-line course at http://training.fema.gov/EMIWeb/IS/IS907.asp 

www.Ready.gov for comprehensive business continuity information 

Active Threat Recognition for Retail Staff A 20-minute session, produced by IP's Office for Bombing Prevention and disseminated by 

the Commercial Facilities Sector. This is an awareness level Course intended for the 1front-line' retail employee. To access the 

presentation, please register at: https:/ /connect.hsin.gov/p57147491/ 

DHS Webinar 11Surveillance Detection Awareness on the Job11 is a 90-minute interactive Web presentation designed to raise 

awareness of suspicious behaviors that might indicate potential surveillance activities. Available on HSIN. For more information, 

please contact CIPAC@dhs.gov. 

Web-Based Chemical Security Awareness Training Program is an interactive tool available free to chemical facilities nationwide to 

increase security awareness. The training is designed for all facility employees, not just those traditionally involved in security. Upon 

completion, a certificate is awarded to the participant. To access the training visit: https:/ /www.chemicalsecuritytraining.com/. 

Employee Awareness Video- 11No Reservations: Suspicious Behavior in Hotels11 is a multi-media training video developed by the 

Commercial Facilities Sector. The video is aimed at retail employees of lodging venues, alerting them to the signs of suspicious 

behavior in the workplace that might lead to a catastrophic act. To view or download, please visit: 

http:/ /www.dhs.gov/criticalinfrastructure. 

First Observer ™ Training The First Observer ™ web site has online training modules for Trucking and School Bus with nine other 

modules planned. You can log on to the web site for training at: http://www.firstobserver.com/training/home.php. 

Reference Manual to Mitigate Potential Terrorist Attacks Against Buildings (FEMA 426) 

http://www.fema.gov/plan/prevent/rms/rmsp426 

Characteristics and Common Vulnerabilities, Potential Indicators of Terrorist Activity, and Protective Measures Papers are available 

on HSIN, at http://cvpipm.iac.anl.gov/, or by contacting PSA Bob Winters at bob.winters@dhs.gov 

Also available from your PSA is the Infrastructure Survey Tool, a comparison-based tool that shows how your site compares in 

protective measures and resiliency with similar sites who have also taken the survey from across the nation created for your use and 

protected from disclosure by Protected Critical Infrastructure Information system. Sorry, cannot be conducted with CFATS-regulated 

facilities. 


